CouNnTY OF LOSs ANGELES

HATT, R USTICE)

ROBERT G. LUNA, SHERIFF

July 3, 2025

Sharmaine Moseley, Executive Director
Sheriff Civilian Oversight Commission
World Trade Center

350 South Figueroa Street, Suite 288
Los Angeles, California 20071

Sent via Electronic Transmission
Dear Ms. Moseley:

UPDATE ON THE LOS ANGELES COUNTY SHERIFF’S DEPARTMENT’S
ACQUISITION OF A CELL SITE SIMULATOR AND
COMPLIANCE WITH STATUTORY PROVISIONS

This letter is to supplement information provided to you on June 4, 2025, and
June 5, 2085, in which the Los Angeles County Sheriff’s Department
(Department) advised the Civilian Oversight Commission (COC) that it was
engaging in a process to develop and/or update its technology policies in a number
of areas, including the use of cell site simulators (CSSs), consistent with
California Government Code Section 53166(b). This letter is to provide you with
additional background information on this particular matter.

On March 7, 2023, the Los Angeles County Board of Supervisors approved the
Department’s request to authorize the acquisition of one CSS (see Attachment A).
As noted, in the 2023 request, the Department operated a CSS starting in 2011
and until the advent of 4G Long Term Evolution and other technologies rendered
that equipment obsolete. The Department recently acquired the CSS through the
county’s commodity purchasing process and is now ready to deploy this valuable
investigative tool. This letter serves as an update to your office and the COC on
the planned use of the CSS.
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It is anticipated that the CSS will support Departmental investigative units in the
apprehension of high-risk offenders wanted for murder, arson, human trafficking,
robberies, narcotics trafficking, and other serious and violent crimes. In all cases,
the CSS will only be deployed when it is determined to be the best means to
achieve a public safety objective and only once a judicially approved search
warrant is issued or in exigent circumstances.

The Department acknowledges and respects the privacy interests implicated by the
use of this technology and is committed to operating the equipment in compliance
with California Government Code Section 53166 (provided for your convenience
as Attachment B) and all other applicable laws. The Department is in the process
of developing a statutorily compliant policy, which is expected to be in the form of
a bureau order. A copy of that draft policy will be provided to you once a draft is
available. Further, consistent with California law, once drafted, the order will
require compliance with all laws and regulations related to how any data is
collected, maintained, and disclosed. The Department will also publish the
statutorily required notice, with both the policy and the notice documents
conspicuously posted on the Department’s transparency page as required by
statute. Finally, the Department will also track and regularly audit all usage of
the technology.

As with all matters, Department representatives are happy to meet with the COC’s
Ad Hoc Technology Committee to discuss this matter further should the COC wish.
We realize we did not have the opportunity to speak about this technology in
detail during the meeting earlier this week, and thought providing this
background would be of assistance to you.

Should you have any questions or concerns regarding this matter, please let us
know.

Sincerely,

ROBERT G. LUNA, SHERIFF

APRIL L. TARDY
UNDERSHERIFF
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The Honorable Board of Supervisors
County of Los Angeles

383 Kenneth Hahn Hall of Administration
500 West Temple Street

Los Angeles, California 90012

Dear Supervisors:

REQUEST TO AUTHORIZE THE ACQUISITION OF ONE CELL SITE SIMULATOR
(ALL DISTRICTS) (3 VOTES)

SUBJECT

The Los Angeles County Sheriff' s Department's Homicide Bureau is requesting
approval to authorize the acquisition of one cell site simulator system which includes
one cell site simulator with three-year support and maintenance, one 5G enabler with
three- year support and maintenance, vekricular geo-location software, two-week on-site
cell site simulator training, two vehicles, two laptops, two batteries, and hardware
installation, costing approximately $1,375,452.98. This purchase exceeds the $250,000
capital asset threshold established by the Board and requires your approval to move
forward with the acquisition process.

IT IS RECOMMENDED THAT THE BOARD:

Authorize the Internal Services Department (ISD), as the County's Purchasing Agent
(CPA), to proceed with the solicitation and acquisition of one cell site simulator system
costing approximately $1,375,452.98.
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PURPOSE/JUSTIFICATION OF RECOMMENDED ACTION

The purpose of the recommended action is to purchase one cell site simulator system.
Worldwide, law enforcement personnel deal with suspects who commonly utilize cellular
telephone technology and network capability before, during, and after the commission of
their crimes, as well as to conduct business for their own benefit, the benefit of their
criminal street gang, and/or narcotics (fentanyl) trafficking, and/or human trafficking
organization.

Often, law enforcement personnel are required by state law to not only take immediate
action regarding crimes in progress, conspiracy to commit crimes, and the immediate
threat to the harming or killing of a human being, but to locate, rescue, and assist
victims before further victimization occurs.

Currently, Detective Division investigative units are forced to expend many hours
locating suspects and victims of crimes. This cell site simulator system will be housed
in two respective vehicles for field deployment which will assist investigators in
identifying a precise location of a cellular device. This will allow personnel to gain a
tactical advantage and increase officer safety when investigating violent crimes.

Procurement of a cell site simulator would greatly enhance the ability of Detective
Division personnel to efficiently locate these suspects and their victims.

Implementation of Strateqic Plan Goals

The recommendations are consistent with the County’s Strategic Plan, Goal 5, Public
Safety, by providing the Department with greater capabilities to ensure the safety of the
public.

FISCAL IMPACT/FINANCING

The total estimated cost of a cell site simulator system is approximately $1,375,452.98.
The purchase will be funded using Asset Forfeiture Funds (Project Code AFF 22- 341;
Fund DN2 — 41051). There is no impact on net County funds.

FACTS AND PROVISIONS/LEGAL REQUIREMENTS

Law enforcement is tasked with the primary mission of protecting lives and property.
The acquisition of a cell site simulator will support Departmental investigative units in
the apprehension of high-risk offenders wanted for murder, arson, organized crime,
human trafficking, robberies, narcotics (fentanyl) trafficking, and violent gang crimes.
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The product will facilitate electronic surveillance to locate suspects, while mitigating the
cost of lengthy surveillance operations and increasing deputy and public safety.

The Department has operated a cell site simulator since 2011. However, the
proliferation of 4G LTE and newer technologies has rendered the current cell site.
simulator obsolete and inoperable. Currently, each of these units, along with all other
investigative units under Detective Division, are forced to expend many man hours in
identifying and locating suspects who are in the commission of committing crimes and
those avoiding capture. The increased time and expenditure of hours decreases public
safety and officer safety while simultaneously increasing the cost of locating suspects.
The Department seeks a replacement simulator that supports the latest technologies.

California Government Code §53166 sets usage and privacy measures for local law
enforcement agencies, including this Department. The Department has operated and
will operate the technology in compliance with state law.

On October 16, 2001, the Board approved the classification categories for fixed assets
and new requirements for major fixed assets (now referred to as capital assets)
acquisitions requiring County departments to obtain Board approval to purchase or
finance equipment with a unit cost of $250,000 or greater, prior to submitting their
requisitions to ISD.

ENVIRONMENTAL DOCUMENTATION

The acquisition of a special response vehicle with integrated command post equipment
is exempt from the California Environmental Quality Act as it will not result in a direct or
reasonably foreseeable impact on the environment in accordance with

Section 15061(b)(3) of the State of California Environmental Quality Act guidelines.

CONTRACTING PROCESS

The procurement of a cell site simulator system is a commodity purchase under the
statutory authority of the CPA. The purchase will be requisitioned through and
accomplished by the CPA in accordance with the County’s purchasing policies and
procedures.

IMPACT ON CURRENT SERVICES (OR PROJECTS)

The cell site simulator system will greatly enhance the Department’s ability to protect
lives and apprehend violent suspects and/or locate, rescue, and assist victims before
further victimization occurs in a safe, efficient, and cost-effective manner.
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CONCLUSION

Upon Board approval, please return two copies of the adopted Board letter to the
Department’s Detective Division.

Sincerely,

ROBERT G. LUNA
SHERIFF



Senate Bill No. 741

CHAPTER 659

An act to add Article 11 (commencing with Section 53166) to Chapter 1
of Part | of Division 2 of Title 5 of the Government Code, relating to
communications,

[Approved by Governor October 8, 2015. Filed with
Secretary of State October 8, 2015.]

LEGISLATIVE COUNSEL’S DIGEST

SB 741, Hill. Mobile communications: privacy.

Existing law makes it a crime to manufacture, assemble, sell, advertise
for sale, possess, transport, import, or furnish to another a device that is
primarily or exclusively designed or intended for eavesdropping upon the
communication of another, or any device that is primarily or exclusively
designed or intended for the unauthorized interception of reception of
communications between a cellular radio telephone, as defined, and a
landline telephone or other cellular radio telephone. Existing law additionally
makes it a crime to purchase, sell, offer to purchase or sell, or conspire to
purchase or sell, any telephone calling pattern record or list, without the
written consent of the subscriber, or to procure, obtain, attempt to obtain,
or conspire to obtain, any calling pattern record or list through fraud or
deceit. Existing law contains certain exemptions from these crimes for law
enforcement agencies.

This bill would require every local agency that operates cellular
communications interception technology, as defined, to maintain reasonable
operational, administrative, technical, and physical safeguards to protect
information gathered through use of the technology from unauthorized
access, destruction, use, modification, or disclosure and implement a usage
and privacy policy, as specified, to ensure that the collection, use,
maintenance, sharing, and dissemination of information gathered through
use of the technology complies with applicable law and is consistent with
respect for an individual’s privacy and civil liberties. The bill would, except
as provided, prohibit a local agency from acquiring cellular communications
interception technology unless that acquisition is approved by a resolution
or ordinance adopted by its legislative body at a regularly scheduled public
meeting of the legislative body held pursuant to a specified open meetings
law. The bill would require that the resolution or ordinance set forth the
policies of the local agency. The bill would require that the local agency
make the usage and privacy policy available in writing to the public and if
the local agency maintains an Internet Web site, to conspicuously post the
usage and privacy policies on that site. The bill would, in addition to any
other sanctions, penalties, or remedies provided by law, authorize an
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individual who has been harmed by a violation of these provisions to bring
a civil action in any court of competent jurisdiction against a person who
knowingly caused that violation.

The people of the State of California do enact as follows:

SECTION 1. Article [1 (commencing with Section 53166) is added to
Chapter 1 of Part 1 of Division 2 of Title 5 of the Government Code, to
read:

Article 11. Cellular Communications Interception

53166. (a) For purposes of this article, the following terms have the
following meanings:

(1) “Cellular communications interception technology’” means any device
that intercepts mobile telephony calling information or content, including
an international mobile subscriber identity catcher or other virtual base
transceiver station that masquerades as a cellular station and logs mobile
telephony calling information.

(2) “Local agency” means any city, county, city and county, special
district, authority, or other political subdivision of the state, and includes
every county sheriff and city police department.

(b) Every local agency that operates cellular communications interception
technology shall do both of the following:

(1) Maintain reasonable security procedures and practices, including
operational, administrative, technical, and physical safeguards, to protect
information gathered through the use of cellular communications interception
technology from unauthorized access, destruction, use, modification, or
disclosure.

(2) Implement a usage and privacy policy to ensure that the collection,
use, maintenance, sharing, and dissemination of information gathered through
the use of cellular communications interception technology complies with
all applicable law and is consistent with respect for an individual’s privacy
and civil liberties. This usage and privacy policy shall be available in writing
to the public, and, if the local agency has an Internet Web site, the usage
and privacy policy shall be posted conspicuously on that Internet Web site.
The usage and privacy policy shall, at a minimum, include all of the
following:

(A) The authorized purposes for using cellular communications
interception technology and for collecting information using that technology.

(B) A description of the job title or other designation of the employees
who are authorized to use, or access information collected through the use
of, cellular communications interception technology. The policy shall
identify the training requirements necessary for those authorized employees.

(C) A description of how the local agency will monitor its own use of
cellular communications interception technology to ensure the accuracy of
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the information collected and compliance with all applicable laws, including
laws providing for process and time period system audits.

(D) The existence of a memorandum of understanding or other agreement
with another local agency or any other party for the shared use of cellular
communications interception technology or the sharing of information
collected through its use, including the identity of signatory parties.

(E) The purpose of, process for, and restrictions on, the sharing of
information gathered through the use of cellular communications interception
technology with other local agencies and persons.

(F) The length of time information gathered through the use of cellular
communications interception technology will be retained, and the process
the local agency will utilize to determine if and when to destroy retained
information.

(c) (1) Except as provided in paragraph (2), a local agency shall not
acquire cellular communications interception technology unless approved
by its legislative body by adoption, at a regularly scheduled public meeting
held pursuant to the Ralph M. Brown Act (Chapter 9 (commencing with
Section 54950) of Part 1 of Division 2 of Title 5§ of the Government Code),
of a resolution or ordinance authorizing that acquisition and the usage and
privacy policy required by this section.

(2) Notwithstanding paragraph (1), the county sheriff shall not acquire
cellular communications interception technology unless the sheriff provides
public notice of the acquisition, which shall be posted conspicuously on his
or her department’s Internet Web site, and his or her department has a usage
and privacy policy required by this section.

(d) In addition to any other sanctions, penalties, or remedies provided
by law, an individual who has been harmed by a violation of this section
may bring a civil action in any court of competent jurisdiction against a
person who knowingly caused that violation. The court may award a
combination of any one or more of the following:

(1) Actual damages, but not less than liquidated damages in the amount
of two thousand five hundred dollars ($2,500).

(2) Punitive damages upon proof of willful or reckless disregard of the
law.

(3) Reasonable attorney’s fees and other litigation costs reasonably
incurred.

(4) Other preliminary and equitable relief as the court determines to be
appropriate.
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